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SUMMARY of CHANGE
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Software Center Operator Manua (SCOM)
10 December 1999

This updated manud--

?7?

?7?

?7?

?7?

?7?

?7?

Replaces al previous versions of Software Center Operator Manua (SCOM) prepared
in accordance with (IAW) Department of Defense (DOD) documentation standards
MIL-STD-498, which was canceled on 27 May 1998.

Adheres to the documentation standards contained in the Ingitute of Electrica and
Electronics Engineers (IEEE)/Electronics Industries Association (EIA) standard,
|EEE/EIA 12207, "Information Technology- Software Life Cycle Process'.

Provides information needed to use the system effectively.

Contains a hierarchy diagram in Section 3 that is a quick-reference to the location of
each avallable menu and screen.

Provides a blank copy of DA Form 2028 (Recommended Changes to Publications and
Blank Forms). Thisform is at the end of the manual and users may reproduce and use
it to write corrections, additions, or comments about the manud. Or users may useit as
cover sheet to a marked up copy of the RUU SCOM.

Be advised that changes would be subject to approva by the appropriate Subject Area
Functional Proponent (SAFP).

NOTE

Some of the menus or screens shown in the manua may not yet be avallable in the
software.  These menus or screens are shown with an asterisk next to their menu
numbersin Fgure 3.4-1, RUU Hierarchy Diagram
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1 SCOPE
1.1 |DENTIFICATION,
Thefollowing isafull identification of the Record Update Utility (RUU):

a Automated Information System (AIS) Identifier, which establishes the base functiona
components of a system: P05.

b. Sysem Identification Code (SIC) identifies the software tool methodology that the
goplication is developed: A67.

C. Title and Abbreviation: Record Update Utility (RUU)
Previoudy fielded Release/VVerson Number: 08.09/08.00.

e Software Change Package (SCP) Release/Version number being developed/ fielded:
PO5-A67-09-00.
1.2 SYSTEM OVERVIEW,

The Ingalation Support Module (ISM) Project was established to create new software applications (or
upgrade existing ones) that would automate standard procedures and integrate information used to
manage Army inddlations. These software gpplications are packaged as modules according to the
indalation management function they perform. 1SM is deployed army-wide and comprises a uniform
st of automated tools that assgts ingdlation commandersin effectively, managing daily operations.

RUU is part of the Military Personnd In-Processing (INPROC) and Military Personndl Out-Processing
(OUTPROC) I1SM Projects which are an army-wide Mgor Automated Information System (MAIS)
initigtive. The primary objective of 1SM is to enhance, through autometion, ingdlation management
functions. ISM applications consst of standard procedures packaged into functiona applications that
automate as well as integrate day-to-day ingalation processes. ISM gpplications use the Ingalation
Leve Integrated Database (ILIDB), which is the central repository for data that is common to more
than one 1SM agpplication, and various locad databases that contain data eements unique to the
individuad ISM applications.

ISM operates a garrison locations and support functional users during peacetime, mobilization, and
wartime conditions. Indalation commanders and indalation functiona managers use 1ISM gpplications
and data to manage resources under their control. 1SM performs the following mgor functions:

?? Applicationspecific support to meet the information needs of ingdlation functiond
activities and tenant units,

7 Command and staff reporting requirements via standard or ad hoc queries run against
either an gpplication database or the ILIDB; and

?? Information exchanged interndly among inddlation functiond activities and externdly to
echdons above inddlation leveds as wdl as to Standard Army Management
Information Systems (STAMIS).

The RUU software supports the personnel portion of demobilization. This may be utilized to perform
the peacetime (garrison) Military Personnd (MILPER) functions that support In-Processing, Out-
Processing, and Trandtion Point Processng (TRANSPROC). It facilitates the preparation and
adminigrative handling of records, forms, memos, and orders and automation of required forms.

11
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1.2.1 Organizational and Personnel References.
The following organizations and personnd maintain arespongbility or interest in this application.

a ISM Functiona Praoponent. The 1ISM Functional Proponent (FP) is the Office of the
Director of Information Systems for Command, Control, Communications, and
Computers (ODISCY).

b. Application Sponsor.  The gpplication sponsor is the Director of Management (DM)
Office Chief of Staff, Army (OCSA).

C. ISM/MISM EP. The ISM/MISM FP is the Assgant Chief of Staff for Ingtdlation
Management (ACSIM).

d. Assgned Responsble Agency (ARA). The ARA for technical development, testing,
fielding and maintenance of this ISV gpplication is the Information Systems Engineering

Command (ISEC).
e Paint of Contact.

Organization: U.S. Army Information Systems Software Center (USAISSC)
ATTN: AMSEL-IES, Stop H6, 6000, 68" ., Suite S122A,
Ft. Belvair, VA 22060-5576

Point of Contact: Joanne Pinheiro

Commercid Phone  (703) 806-4244

DSN: 365-4244

1.3 DOCUMENT OVERVIEW

The purpose of this SCOM for RUU is to provide computer operation and administration personnel
with an operationd and adminidrative overview of the RUU module, procedures for performing system
adminigtration tasks and supporting technica informetion.

RUU adminigration is divided into two primary arees. (@) functional administration and (b) system
adminigration. The FAs are located a the inddlation. The sysem adminidtrators (SA) are located at
the Army Network and Systems Operator Center (ANSOC). The FA isresponsible for administration
and security of RUU in an assgned area. Thisincludes administration of password accounts according
to the level of security and type of data required for access, and assistance in resolving any problems
users may have gaining access to the system. The FA aso executes the ISV Train and Trainer program
a each ingdlation.

The SA is responsble for managing the Inddlation Trangtion Processing (ITP) sysem. This includes
UNIX and Informix adminigration tasks such as performing backups and data recovery, cregting
system accounts, and updating printcap files and user accounts on the host computer.

1.3.1 Security.

RUU does not store or process classified data. RUU data is designated as undassfied-sengtive two
(US2), as defined in Army Regulations (AR) 380-19, “Information Systems Security (1SS)”, 01 May
1996. Thisdatais For Officid Use Only (FOUO), and prohibits unauthorized disclosure.

a Autharization Either an explicit officia authorization or an implicit authorization derived
from officid assgnments or respongibilities must authorize access to RUU.

b. Disdlosure. ' You must not disclose any persond information contained in RUU except
as authorized by AR 380-19.

1.3.2 Security Guiddinesfor Usng RUU.
The following guidelines will help users to operate the system in accordance with applicable security

1-2
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provisons.
1.3.21 Modifying or Viewing Data.

Only users who have explicit authorization are alowed to enter, modify, delete, or view RUU data. The
Sysem Adminisrator (SA) adminigrates the system access using a combination of log-in name,
password, and access permissons.  Only persons, to whom log-in names and passwords are
specificdly assigned by the SA, shdl use them.

a Screens. Adjust Video Display Termina (VDT) screens so that unauthorized person
can not view informationa displays.

b. Accuracy. Enter or modify data carefully and completdy, to avoid storing or
tranamitting erroneous or incomplete data.

1.3.2.2 Protecting Information Sour ces.

Safeguard al information input to or generated by the system againgt unauthorized use, copying, or
destruction.

a Documents,  Prevent unauthorized persons from viewing or accessing any documents,
such asforms or manud files, by covering them or storing them in secure containers.

b. Electronic Media. Labd dl eectronic media, such as tapes or diskettes, and keep them
in proper storage containers.

1.3.3 Documentation Conventions.
1.3.3.1 Notational Conventions.
Table 1.3-1 shows the symbols of notationa conventions used throughout this manud.

Table1.3.1. Notational Conventions

MEANING

<Enter> Enter or Return key. Control, alternate, or similar keys on the keyboard are
shown thisway. Examples: <Alt> <PgDn>

<Ctrl>/<D> Denotes a combination of a control key and alphanumeric key. Hold the
<Alt>/<X> control key and press the specified al phanumeric.

<F1> FUNCTION Denotes afunction key and its screen-labeled function

“message” Denotes a message displayed on-screen

{prompt} Denotes a prompt that requires aresponse

text Type thetext exactly as shown

“text” Names of files, directories, and other items may be shown in quotes to
indicate their exact names

1.3.4 Procedural Conventions.

Every item on everv menu has a corresponding number.  To sdlect a menu item, press its number
followed by <Enter>. Figure 3.4-1 shows the hierarchy of dl RUU menu items. Use this hierarchy of
menu item numbers to specify the menu path. The menu path for “Add/Change RUU Use” is as

13
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follows

Master Menu

+ - - 7. RUU Initialization/Administration Menu

H + - - 1. Security Administration Menu

! + - - 1. Add/Change RUU User

Use Procedure 7,1,1 “(Add/Change RUU User)” means to select each menu in order, starting from the
“Master Menu”. Using this system of notation, you can quickly get to the screen needed without having
to refer to the Hierarchy Diagram. Smply enter each number (followed by <Enter>) in the order listed.

1-4
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2 REFERENCED DOCUMENTS

2.1 PROJECT REFERENCES.

The following documents are helpful in understanding and performing the tasks described in this SCOM.
a Hardware Documentation.

@
)
©)
(4)

IBM POWERsation and POWERserver - Diagnodtic Information for Micro
Channd Bus Systems, Verson 4.2 - Part No. SA23-2765-01.

IBM Adapters, Devices, and Cable Information for Micro Channel Bus
Systems, Version 4.2 - Part No. SA23-2764-01.

IBM 7012 Modds 300 Series - Ingdlation and Service Guide - Part No.
SA23-2624-07.

IBM 7012 Models 300 Series - Operator Guide - Part No. SA23-2623-05.

b. Software Documentation

@
2
©)
(4)
Q)
(6)
()
(8)

)

(10)
(11)

(12)

MS-DOS User’ s Guide and Reference, Version 5.0/6.22.

AlIX Verson 4.2 Quick Ingdlation and Startup Guide.

AlIX Verson 4.2 Ingdlation Guide - Part N0.SC23-2341.

AlIX Verson 4 Getting Started - Part No.GC23-2521.

AlIX Verson 4.2 System User’s Guide: Operating System and Devices.

AIX Verson 4.2 System Management Guide: Operating System and Devices.
AlIX Verson 4.2 Network Ingdlation Management Guide and Reference.

AIX Vesdgon 4.2, Information For Operation Retrieva/License System
(IFOR/LS) System Management Guide.

Oracle7™ for AIX-Based Systems Ingtdlation & Configuration Guide, Part
No.A32105-1.

Oracle7™ SQL" Plus User's Guide and Reference, Version 3.1

Oracle7™ Server SQL Language Reference Manual, Part Number 778-70-
1292.

A Technicd Introduction to the Oracle Server in the “ Oracle7 Server Concepts
Manud”.

2.2 TERMSAND ABBREVIATIONS,

Section 6 defines the terms, abbreviations, and acronyms unique to this manud.

2-1
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3 SOFTWARE SUMMARY
3.1 SOFTWARE APPLICATION.,

This section summarizes RUU, including its background, functions performed by the gpplication,
communication techniques used, and interfaces to other systems and organizations.

RUU operates under a Portable Operating System Interface for Computer Environments (POSIX)
compliant (or nearly so) Operating System (OS) using an American Nationd Standards Inditute-
Structured Query Language (ANSI-SQL) Database Management System (DBMYS). It was devel oped
under the UNIX OS using the Extended Termind Interface Prototype (ETIP) Designer Tool kit with the
INFORMIX RDBMS in addition to the UNIX tool set. ETIP Designer is used to construct most of the
separate programs (software units) that comprise RUU. These ETIP programs are stand-aone, though
they are normally executed via a master program. The master program executes each of the other
programs by suspending its own operation and invoking the other program as a subroutine in response
to amenu sdlection. Each program may invoke other programs thisway.

Some programs are written without ET1P and they may include Embedded Structured Query Language
(ESQL) statements. Some of these are referenced within the ETIP based programs. Refer to Section
3.2, Software Inventory, for detalls.

The RUU programs communicate by shared access to the “ruu” database. The database tables
accessible by RUU are listed in Section 3.3.1.1. RUU dso references various tables in the ILIDB.
Further details are contained in the RUU Database Design Description (DBDD) Manual.

3.2 SOFTWARE |NVENTORY

The names, types, and descriptions of the RUU programs (software units) are lised in Table 3.2.1
below. The type column consigts of: Sfor shell programs, E for Extended Termind Interface Prototype
(ETIP) executable, Q for Embedded Structured Query Language (ESQL) programs (without ETI) and
C for C programs (without ESQL). See Figure 3.4-1, RUU Hierarchy Diagram, for an overal view of
the ETIP programs.

Table3.2.1. RUU Softwar e Units
FileType

.profile login shell Basic user setup for system

.setupl SM .profile Runs .strtusrISM & cif_prg

.strtusrl SM .setupl SM Set ISM environmental variables
SH_lasagf.sh install_prg Alter SQL/GRANT/ALTER files

SH_Icheck.sh install_prg Check if user islogged in as Root

SH_Ickinfo.sh install_prg Checksif correct password was entered.

SH_lead.sh install_prg Exports database backup

SH_liash install_prg Function does main work of installing the
ISM

SH_llad.sh install_prg L oads application database
SH_lrad.sh install_prg Installs variables

SH_Isiv.sh install_prg (Not used)

SH_Isrdv.sh install_prg (Not used)

ST_USER install_prg Adds and del etes user from |SM
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Table3.2.1. RUU Softwar e Units
FileType

adhoc_prg

ruu_prg

Ad Hoc Query Main Menu

ater_locks

install_prg

Sets the database tables to lock mode
row

ecps_prg

ruu_prg

Problem Reports/ECP-S Submission

findilidb.sh

install_prg

Gives|LIDB location

start_user.sh

ruu_prg

Runs start_user program

ruu_prg

.SetuplSM

Master Menu, Peacetime Menu

3.21 Information Inventory.
3.2.2 Resourcelnventory.

The RUU database contains much of the information referenced, created, and updated by the RUU.
RUU requires thisin order to operate. The ILIDB contains information that is referenced by the RUU.
RUU cannot create or update information in the ILIDB database. If it is not available, processng can
continue,

3.22.1 DBMSHFiles.

The database tables referenced or updated by RUU ae listed in Table 3.2.2 beow in dphabetica
order. The Subject Area Database (SADB) must contain these tables to operate fully, though it may be
possible to continue operation with some tables missing.

Table3.2.2. RUU Database Tables

Database Table Database Table

adhoc_svdet adhoc_svary

adhoc_thl assoc_pers_info

auth_tbl dd93_ben_entl

ecps_tbl ind_assoc_trusts

insurance_co max_id

menu_tbl personnel

printer printer-default

security sgli_ddo3

sidpers_send

sidpers_trans

Thetablesin ILIDB that are referenced by RUU are listed in Table 3.2.3 below. You can find details
about these tables in the ILIDB Database Specification.
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Table3.2.3. ILIDB Database Table

Database

Table

civilian

Database

Table

cmd_cd_lookup

cmsnd_occ_spec

cmsnd_off

co_aoc_lookup

co_aoc_master

enlisted

enl_mos_lookup

enl_mos_master

enl_occ_spec

ind_address

ind_appt

ind_assoc

ind_assoc_addr

ind_phone

ind_rel_lookup

individual

max_rel_id

mil_pers

mil_pers asg

mil_sfpa

mil_separation

pers_test

unit

unit_auth_str

unit_phone

warr_off

wo_mos_lookup

WO_mos_master

WO_0CC_Spec

workentr_appt

workentr_doc

workentr_gen_inf

workentr_quest

workentr_skel

3.2.2.2 Permanent Files.

There are more than 1000 permanent filesin the RUU run-time module. The names and locations of the

permanent files that are referenced, created, or updated by RUU, are included in the RUU Software
Product Specifications (SPS) Manud. They are not included here, since the files can not be understood
without the detailed information about the ETIP programs that the SPS provides. Mogt of thefilesin the
RUU run-time have suffixes that indicate the type of the file. The meanings of some of the suffixes are

asfollows

Table3.2.4. Meanings of Suffixes
FILE SUFFIX TYPE/CONTENTSOF FILE

Text of aHELP, WARNING, BANNER, or MESSAGE SCREEN

List of choices available with the CHOICES key

Executable “shell” commands

SQL statements

The files contained in the “ruu.exp” subdirectory are not needed a run time. They contain an export of
the RUU database that is used optionally to load the database during RUU ingdlaion. The “ruu.sq” file

contains an SQL script that may be read by the “dbimport” command.

3.2.3 Report Inventory.

(Not Applicable.)
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3.24 Custom Reports.

The ISM “Ad Hoc Query” utility can create Ad hoc (customized) reports. These reports are the output
of SQL queries of the “ruu” database. You can condruct queries usng a menu-driven feature
(knowledge of SQL not required) or you can write your own free-form SQL queries. In either case,
operation is redtricted to queries only; updates or deletes are not allowed. Refer to Section 7 of this
manud for more information.

3.3 SOFTWARE ENVIRONMENT,

The RUU runs on any UNIX Sysem V platform againgt a Structured Query Language (SQL)-
compliant Reationd Database Management System (RDBMS). Terminds may conss of any
American Nationd Standards Ingtitute (ANSI) 3.64 type or a PC with a smilar emulation program.
Printers, modems, and other peripheras will be site specific. To successfully execute RUU, the system
environment should consst of the hardware, software, and utilities designated in paragraphs 3.3.1 and
332

NOTE: This ISM gpplication is not dependent upon any one particular model of computer. The
hardware described in the following paragraphs is one of the configurations possible for operating the
RUU application.

3.3.1 HardwareRequired
Hardware configurations required to support RUU include:
a Computer. 1BM RISC 6000 System - Model 7012-300 series.
b. Loca Computer Workstation. 386/486 class persona computer, a keyboard, a

monitor, power strip/surge suppresser, communications interface.
C. Printers.  For reports high-resolution dot-matrix impact printer, with RS-232 serid
communications interface and 132 column wide format.
3.3.2 Software Required.

The software required, to run, RUU includes:
a Operating Sysgem (QS). AIX OS Verson 4.2 Inddlation Guide. The operating
system supervises the work of the computer and provides software utilities.

b. RDBMS. ANSI SQL-compliant Relaiond database management system (such as
Oracle7™ for AIX-Based Systems). The database is a collection of data, information
about indexes, and system catalogs that describe the structure of the database.

LSM Application Thisis the RUU application software used in the host mode.

d. Loca Operating Sysem. MS-DOS 5.0/6.22 disk operating system. This operating
system controls the work of the locd ingtdlation computer and provides local mode,

oftware utilities.

e Locd Communication Software. Various types of communications protocol software
may be used, depending on your ingdlation configuration. This software formats and
arranges data for transmission and controls the transfer of data between computers.

3.3.3 Database/Data Bank Characteristics.
RUU is designed usng aRDBMS that will:
a Allow ingdlation-unique tables and attributes.

b. Provide integration with other portions of the ingalation, centrd data repository
previoudy devel oped.

o
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C. Use data e ements sandardized IAW AR 25-9.

The data dements for RUU are integrated into a multifunctiona database as part of the ISM-wide data
architecture. By accessing this data architecture, each function within has a view of its data. This view
will consst of multiple data elements that are contained in a row of one or more tables. Estimates of
table and row szes for the SBIS-wide data architecture are presented in the Database Design
Decription (DBDD) Manud.

3.3.4 Major Application Components.

RUU contains the following mgor components:
a Communication Paths and Techniques. The ITP sructure, which conssts of the

following, supports |ISM communications:
@ Host computers located at the ingtdlation Sites.

2 Communications hardware and software to support loca and long-haul
connectivity.
3 User workgations located a Army ingtalations.

4 Remote network and systems management tools located at the Army Network
and Systems Operator Center (ANSOC).

The host computers at the ANSOC provide ISM application processing and ISM
gpplication databases for their client users, who gain access through workstations.

T1 circuits and fractiond T1 bandwidth are provided for long-haul communications
between the ANSOC and the ingtalations. Bandwidth is provided through the DOD,
Defense Information System Network (DISN) when spare capacity is available. When
new service is required, it will be provided by the Defense Commercid
Telecommunications Network (DCTN) or Federd Telecommunications System (FTS)
2000 contracts.

The ITP at the inddlation includes intra-building Loca Area Networks (LANSs) and
inter-building communications. Inddlations connect to long-haul communicaions viaa
router, which aso attaches the Ingdlation Information Trangport System (I1ITS), which
is connected to a hub in the user buildings. Building LANs consst of workstations and
printers connected via 10BaseT intdligent hubs. In some areas, workgtations will
communicate via modem to an inddlation hub, which will interface to a router for long-
haul communications.

RUU communicates between PC workgations and a loca host either via an EIA RS-
232-C szid connection or through an Ethernet LAN. Procomm termina emulation
software is used with the “VT100" emulation set and ISM host termind type st to
“VTPC-C’ for color monitors and “VTPC-M” for monochrome monitors. The baud
rate, parity, and number of stop bits should match those of the ISM host. You can dso
use Telnet.

Typica configuration examples:

Serid connection using termind emulation software with an IBM compatible PC. The
PC hardware required is a seria port (COM1 or COM2 only). The software required
is DOS 5.0 or higher and Procomm 2.4.2. Using Procomm, the followina options
should be set in the Termind Setup section (accessed by pressng <Al/S> on the
keyboard. The other settings in this section are irrdlevant.

Setings:
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Termind Type : VT100

Duplex - FULL
Line Wrap : OFF
Scrall : ON

The followina options should be st in the Line Parameters section (accessed by
pressing <Alt/P> on the keyboard). All of these settings should match the particular PC
hardware and ISM host configuration that you have. Parameters that are likely to vary
areindicated with an “*”.

Port : COM1*
Baud rate . 2400*
Parity : SPACE*
Data Bits 7

Stop Bits 1

The TERM variable on the ISM hogt should be st to “VTPC-C” or “VTPC-M” for
use with this configuration.

TCP/IP LAN connection using National Center for Super-computing Applications
(NCSA) Tenet with a network interface card (NIC) in an IBM compatible PC. The
PC hardware required is a 3COM 3C503 Ethernet NIC in addition to the PC. The
NIC should be configured for “thinnet” (thin coaxid cable) and for memory mapped I/0
by setting the jumpers as indicated for the card. Except for this change, use the factory
default settings.

The software required for the AT is:

D0OS5.0/6.0 Operating System

SMC/pkt8000.com  packet driver

TELBIN.EXE CUTCP/CUTE program (NCSA Telnet)
netstart.bat described below

telnet.bat described below

config.tel configuration file

vtpc-c.thl keymapping file for vtpc-c termind type

The autoexec.bat file on the PC should be modified to run the program SMC/
pkt8000.com via a batch file caled netstart.bat. This loads the packet driver that
communicates between the NIC and the telnet software with its correct configuration.

The configuration is supplied as arguments to 3C503 and are, in order from left to right,
Ox7e (Software interrupt number), 2 (Interrupt level number), 0x300 (shared memory
address) and 1 (use thinnet adaptor). Since pkt8000 isasmal (3K) TSR it can reman
loaded dl the time, even when not needed. The setting of the PATH varigble should
include the directory where the telbinexe program is located adong with the
configuration and key-mapping files.

The telnet.bat file should change directory to this directory and then run the telbin.exe
program passing the argument supplied to telnet.bat. This is the name of the ISM host
as described in the config.tel file.

Various settingsin the config.td file depend on the LAN configuration. The name and IP
address of the PC workstation must be determined in consultation with the LAN

adminigtrator to avoid conflict with other devices on the LAN. In addition, a a
minimum, the name(s) of the ISM host and its IP address must be st in the config.tel

file

In the following sample config.td file, the variables marked with “*” should be s&t to
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particular values based on your PC/LAN/ISM host configuration. Other variables are
optional and may be set according to preference. Text after a‘# is commentary. See
the NCSA documentation for detalls.

myname=myname #PC'sLAN name; uniqueto LAN
myip=192.108.181.200 # PC IP address; uniqueto LAN
name=default

keymap=“VTPC-C.thl” # sets default keymap
name=ISMHOST #1SM host’s LAN name
hostip=192.108.181.72 #1SM host’s |P address

Additiona pairs of lines like the last two may follow to indicate the LAN names and IP
addresses of other hosts on the LAN. The TERM variable on the LAN hosts should
be set to vipc-c when usng this configuration with the vtpc-c.tbl key-mapping file
selected.

Note: The IP address and names given above are examples only. Determine the
correct vaues for your LAN in consultation with the LAN administrator.

To connect to the ISM host using the LAN, invoke the telnet.bat file with the name of
the ISV host as an argument.

State-of-the-art, digitd cdlular communication is used where data links are critical.
Source Data Entry. Redundant data entry is diminated. Basic information is captured
at the source using automated source data technology, such as bar coding and laser
scanning.

Accuracy and Completeness.  Reducing the need for redundant data entry and
implementing software edit checks will improve the accuracy and completeness of data.

Read and write/update access control measures will also lower the error rate.

Better Utilization of Saff. Adminidrative burdens are reduced by automating data
collection and report-generating functions. In some ingances, manua tasks are
eiminated, entirely.

Timdiness. On-line access to centralized databases and eectronic data transfer
capabilities improves the timeliness of data

Management Overdght. Operationd deata are indantly avallable to al users a every
level authorized to have access. Ad hoc query and report capabilities are provided, as

well as standard, user-defined reports.
Graphics. Graphics are used to summarize atistica data (i.e., Pie charts, Bar charts).

3.3.5 System Interfaces.

RUU application will directly interface with INPROC, OUTPROC, STAMIS, ISM, and other
sovepipe systems such as Standard Ingdlation/Divison Personnd System (SIDPERS). These
interfaces may be done either direct connect dectronic record transfer, or for systems that have
restricted electronic connectivity capabilities, magnetic media (e.g., 9-track tape) data transfers may be
used. The sysems with which the RUU will require an automated interface include the following:

a

b.

SIDPERS: The RUU interfaces with SIDPERS through the shared data file, and has
access to required personnd information (e.g., name, grade, unit, and UIC).

In-Pracessing: The RUU accesses data entered through the In-Processing gpplication
when soldiers in-process ether at the welcome center or at the in-processing center.
Initid information entered on a soldier indudes locator data such as unit assgnment,
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officetitle, and telephone number.

C. Qui-Pracessing:  The RUU, accesses data entered through the Out-Processing
goplication when soldiers depart from an inddlation. Data rdevant to locating
personnd entered during out-processing includes forwarding address information.

Connectivity to STAMIS, I1SM, and stovepipes on or outsde the indalation is currently accomplished
via SNA networks, the NIPERnet, LANS, or asynchronous/synchronous communication lines. Most
ingalations have one network gateway to a mgor SNA network or to the NIPERnet. Some
ingtdlations have bath.

The RUU will consder both connectivity paths with combinations of SNA 3270 emulaion and file
trander or, in case of circuit unavalability, manud trandfer of deta via magnetic media. Use of any of
these methods permits “upload/download” of data from STAMIS to the shared data file and to RUU
data tables. Use of any existing network gateway may be consdered until hardware and software
supporting an Open System Environment (OSE) isingdled.

3.4 SOFTWARE ORGANIZATION AND OVERVIEW OF OPERATION.

RUU operates under a Portable Operating System Interface for Computer Environments (POSIX)
compliant (or nearly so) operating system (OS) usng an American Nationd Standards Inditute-
Structured Query Language (ANSI-SQL) Database Management System (DBMS). It was developed
under the UNIX OS using the Extended Termind Interface Prototype (ETIP) Designer Toolkit with the
oracle DBM S and the UNIX tool .

ETIP Dedgner is used to construct most of the separate programs (software units) that comprise RUU.
These ETIP programs are stand-aone, though they are normally executed via a master program. The
master program executes each other program by suspending its own operation and invoking the other
program as a subroutine in response to a menu sdection.  Each program may invoke other programs
thisway.
Some programs are written without ETI1P and they may include Embedded Structured Query Language
(ESQL) statements. Some of these are referenced within the ETIP based programs. RUU is written in
written in C. Refer to Section 3.2, Software Inventory, for details.

The RUU programs communicate by shared access to the “ruu’ database. The database tables
accessible by RUU arelisted in Section 3.2.2.1. RUU aso references various tablesin the ILIDB. The
RUU Database Design Specification (DBDD) manud (AISM 25-P05-A67-AlX-DBDD) contains
more detalls about the database. Figure 3.4-1 is adirectory of the menus and screens available to the
RUU user.

Menu-Name-or-Sereen Executable
Master Menu ==>ruu_prg
+ - - 1. Peacetime Menu ==>1uu_prg

+ - - 1. +SIDPERS Transaction Menu
+ - - 1. Add a Soldier to Database (Arrival Transaction)
+ - — 2. Depart a Soldier (Departure Transaction)
+ - - 3. Revoke an Arrival Transaction
+ - - 4. Revoke a Departure Transaction
+ - - 5. Create TDR “N" Transaction
+ - - 6. Create “NX" Transaction
+ - - 7. Create “SEP" Transaction
+ - - 8. Transaction Maintenance Menu
+ - - 1. View/Print SIDPERS Transaction Menu
+ - - 2. Delete SIDPERS Transaction Menu
+ - - 3. Free-Form
+ - - 4. SIDPERS Upload Transaction Menu
+ - - 1. Create Upload Transaction File Tape
+ - - 2. Send Upload Transaction File Electronic
+ - - 2. +SGLI/DD93 Family Member Processing
+ - - 1. Address Maintenance
+ - - 2. SGLV-8286 Processing
+ - - 3. DD-93 Processing (Comprehensive)
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+ - - 4. DD-93 Processing (Associated Persons)
+ - - 5. Print SGLV-8286/DD-93

+ - - 1. Print SGLV-8286

+ - — 2. Print DD-93

- - 5. Print SGLV-8285
- - 6. Load Laser Fonts

+ 4+ o+ o+

+ - - 3. Ad Hoc Query

+ - - 1. Create A Basic Ad Hoc Query
+ - - 2. Create an Advanced Ad Hoc Query

Figure 3.4-1. RUU Hierarchy Diagram
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H + - - 3. Change a Saved Ad Hoc Query
H + - - 4. Delete Ad Hoc Queries)

H + - - 5. View/Print Saved Ad Hoc Query Results
H + - - 6. View Saved Ad Hoc Query Statements
1

1

+ - - 2. Transition to War Menu

+ - - 3. Wartime Menu

+ - - 4. Demobilization Menu

+ - - 5. Customer Assistance Menu

H + - - 1. Telephonic

H + - - 2. Message

H + - - 3. Problem Report

H H + - - 1. Add/Change Problem Report/ESP_S
H H + - - 2. View Problem Report/ESP_S
H H + - - 3. Delete Problem Report/ESP_S
| H + - - 4. Submit Problem Report/ESP_S
1 1

1 1

H + - - 4. ISM Data Sheet

1

1

+ - - 6. Problem Reports/ECP-S Submission

! + - - 1. Add/Change Problem Report/ESP_S

H + - - 2. View Problem Report/ESP_S

H + - - 3. Delete Problem Report/ESP_S

| + - - 4. Submit Problem Report/ESP_S

H

Menu-Name-or-Sereen

M

H

+ - - 7. RUU Initialization/Administration Menu

+ - - 1. Security Administration Menu

I i S S .

+ - - 1. Add/Change RUU User

+ - - 2. Delete RUU User

+ - - 3. Add Alternate ISM Administrator
+ - - 4. Delete Alternate ISM Administrator

- 2. Customize RUU Data Menu

+ - - 1. Codes Control Menu

- 3. Set-up Installation Specific Menu

+ - - 1. Add/Change Menu Entries
+ - - 2. Delete Menu Entries

- 4. Peripheral Administration Menu

+ - - 1. Add/Change Application Printers
+ - - 2. Delete Application Printers

- 5. Ad Hoc Query Administration Menu

+ - - 1. Select Elements to Show
+ - - 2. Add/Change Element Comments

- — 3. Print SGLV-8286/DD-93 Worksheet by SSN
- — 4. Print SGLV-8286/DD-93 Worksheet by Unit

==> adhoc_prg

==> ecps_prg

==> ecps_prg
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+ - - 6. SIDPERS Reconciliation

+ - - 7. SIDPERS Data Transmission
+ - - 1. Start SIDPERS Send
+ - - 2. Stop SIDPERS Send
+ - - 3. Install SIDPERS Send Program
+ - - 4. Deinstall SIDPERS Send Program

+ - - 8. Installation-Specific Applications Menu
+ - - 9. View Documentation/Regulations Menu
+ - - 1. View Governing Regulation (Primary)
+ - - 2. View End User Manual
+ - - 3. View Implementation Procedures
+ - - 4. View Maintenance Manual
+ - - 5. View ISMSIS
+ - - 6. View Configuration Control Manual
+ - - 7. View Functional Description
+ - - 99. Return to Master Menu

Figure 3.4-1. RUU Hierarchy Diagram — Continued.

341 Controls.

Through the “RUU Adminidration Menu” the RUU Adminigtrator controls which user LOGIN ID’s
have access to the specific RUU functions. The ingdlation Directorate of Information Management
(DOIM) and ingtdlation level SAFP for RUU have established ISM controls to ensure the proper use
of the ISM in support of the overdl misson.

The SA at the ANSOC is responsble for supervisory controls, including system identification and
Security, user services, disk management, file sysem adminigtration, performance management, and
interaction with operating system controls.

3.5 CONTINGENCIESAND ALTERNATE STATESAND M ODESOF OPERATION,

There is no difference in the operation of this ISM during peacetime, war, or conditions of aert. During
any emergency condition, you must know how to safeguard againg loss of information. This section
outlines methods used for saving and restoring data, implementing manua procedures, substituting
equipment, and operating in degraded mode.

CAUTION: In case of system failures, or “crashes’, and other abnormd shutdowns of the Ingtallation
computer or workstation, contact the SA or DOIM before continuing operation.

3.5.1 FailureContingencies.

RUU requires three types of falure contingency safeguards in the event of user eror or
hardware/software failure:

7 Back up

?? Fall back

” Degraded modes of operation
35.1.1 Backup.

Backups are copies (archives) of computer filesthat are made to preserve existing work. Failed systems
that have not been backed up may be impossible to recover. System recovery can require one or more
of the following:

a Program Backup. Use this backup to restore the latest version of the ISM application
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software and is separate from the database.

b. Data Backup. Use this backup to restore the database to a point as it existed
immediately before afailure and comes from three sources:

(1) Transaddion Buffer. Work that is currently in progress is placed into a
temporary transaction buffer. If the RDBMS crashes, thistemporary buffer will
be restored after the system is restarted. Both storage and recovery of
transaction buffers are performed automatically by the RDBMS.

(20 Transactionl og A record of dl completed transactionsis automaticaly written
to a transaction log. This log is written onto externa or removable media and
used to roll back transactions, restore databases from archives, and recover
from sysem falures. Incomplete transactions a the time of falure will be
permanently log.

3 Database Backup. Thisis a copy of the entire database, which is made on a
daily basis, and which is used to recover a database that has been completely,
destroyed.

C. Electrica Power Backup. In case power to the computer is suddenly lost, an un-
interruptible power system (UPS) will automaticaly provide between 20 and 30 minutes
of continuous power to the system. This prevents the computer from shutting down in
the middle of saving files

Backup requirements are those, necessary to ensure continued achievement of system functions. There
are two primary types of system backup:

a Automatic Backup. The system automaticaly saves work entered into system memory
to a restorable temporary file. The purpose is to save on-going work from loss in the
event of an abnorma system shutdown. On restart of the system, the user is informed
that a temporary file exists from a previous abnormaly-ended session, and can be
queried on whether or not the system should restore the files.

b. Rautine Backup. The system does routine periodic backups. The backup of data
tables that were changed during the day, is backed up to externd or removable media
during the end-of-day functions. The system keeps track of the time lapse between
backups and natifies the user if the (table-driven) period of time has been exceeded
without performing abackup. For example: if the end-of-day routine requires a backup
of certain data tables and the system detects that no backup function has been
performed during a 24-hour period, the SA is notified and told to perform the backup
before beginning the next day’s processing. The backup and subsequent restore
processes are easy for the SA to perform.

3.5.1.2 Fall Back.

Usefdl back techniques to ensure the continued satisfaction of the specific requirements of the sysemin
the event of a system failure.

a Warkgation failures. There are two, primary fal back techniques:

(@D} Alternate Fquipment. If atermind or PC workgtation fails, another one should
be used in its place. If a printer fails or is unavailable, print output should be
rerouted to another printer or the printer should be replaced.

2 Manua Operations. If automated system is not available, manua procedures
should be used to perform transactions until the automated system is back in
operation. When the system is back in operation, the manud transactions are
entered into the sysem. The system includes the ability to reroute output to
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different devices in the event that the norma output device is unavailable. For
example, if a standard report is normally routed to a specific printer, the user
has the option of re-directing the output to another printer as the stuation
dictates.

b. Inddlaion Falures. In case the Inddlation sysem fails, you should contact the
ingdlation SA or DOIM for indructions.

3.5.1.3 Degraded Modes of Operation.

This provides for operating the system according to a priority established in order of importance or
urgency. The priority for operating any 1SM in degraded mode is as follows:

Table3.5.1. Degraded Modes of Operation
Priority Operation

Interactive input of data

Standard report generation

Loading input data from other sources (e.g., ASMIS)

Transmitting datato other organizations (e.g., Staff Agencies)

Ad hoc queries of the database

3.5.2 Restart/Recovery.

a Genera. The application software requires no restart procedures. However, the
RDBMS automaticaly logs transactions that are completed. If the RDBMS crashes, an
archive copy of the database is restored to disk, and the database is rolled forward to a
point just before the falure. If any transactions were not completed, the database will be
rolled back to the last completed transaction.

b. Palicy. RDBMS transaction logging is autometic and has a default “checkpoint interval”
of 20 minutes, which can be changed by the Database Adminigtrator (DBA). Backups
of the database must be performed a minimum of once per day. Backups of the
gpplication software can be conveniently performed when the database is backed up.
Ingtdlation personne will perform backups of applications, the ILIDB, and subject area
databases.

C. Data Recovery. In case the ISM program has been corrupted or destroyed, the
backup copy is restored. To recover a destroyed database, the latest backup is
resored and then the contents of the transaction log read in. When the sysem is
redarted, it checks for the exigence of a complete transaction and automaticaly
recovers, the RDBMS natifies users when an autometic recovery from backup is being
performed.

3.6 SECURITY AND PRIVACY.

The information contained in this gpplication is desgnated unclassfied sengtive-two (US-2). US-2is
unclassified information that primarily must be protected to ensure its availability and/or integrity. This
information aso requires protection from unauthorized personne to ensure confidentidity. Examples of
US-2 include information dedling with logistics, medica care, personnd management, Privecy Act data,

312



Version 09.00 AISM 25-P05-A67-AlX-SCOM 10 December 1999

contractud data, and For Officia Use Only (FOUO) information.

All data that is subject to the Privacy Act, pursuant to Public Law 93-579, will be handled in such a
manner as to preclude unauthorized release of the information. The RUU application data tables will
contain information that must be safeguarded againgt unauthorized assess.

Only users with avdid login ID and PASSWORD may access the RUU ISM. RUU SA must grant
privilegesto a user to access the various options of the ISM.

3.6.1 Threat Types.

There are several possible threats to which the system could be subjected. These threats are taken into
consderation in the development of safeguards.

3.6.2 Unauthorized Access.

This type of threat concerns an individua attempting to gain access to the system who is not authorized
to either use the system or has a “need to know”. The system provides safeguards againgt these types
of “hackers’ or “idle curiogty seekers’.

3.6.2.1 Fraud and Embezzlement.

This type of threat concerns an individud authorized system access atempting to fasfy requisition
records for purpose of acquiring unauthorized items. The system provides safeguards againgt any one
individuad having complete control over an entire accounting transaction; and maintains permanent,
unalterable audit logs of record access.

3.6.2.2 Othe Threat.

This type of threat concerns the physica misgppropriation of the computer containing the gpplication
program and its data bank/database. The system includes safeguards such as encryption d data
eements, if gppropriate, to prevent sendtive data from fdling into the wrong hands by physca
misappropriation of the system hardware.

3.6.2.3 Servicelnterruption/Degradation.

This type threat is normaly related to scheduled or unscheduled availability of the sysem to run the
gpplication as intended. The disruption may be due to power outages, environmental Stuations, etc.
The system provides safeguards for restoring systems abnormally terminated/shut down.

3.6.2.4 Human Errorsof Commisson and Omisson.

This type of threat is normdly related to user cardessness or ignorance. The system provides
safeguards by automaticaly performing edit checks for enumerated vaues, acceptable ranges, etc.

3.6.25 Privacy Violations.

This type of threat involves unauthorized release of personnd information protected under the Privacy
Act of 1974, Section 5, United States Code 552a. Data elements identified as protected under the
Privacy Act are safeguarded by the system through encryption, user access levels, or other controls as

appropriate.
3.6.2.6 Sabotage.

This type of threat would most likely involve an authorized user deiberatdly erasing or otherwise
destroying system data files and/or backup file media The system periodicdly determines duration
between system sessions and last system backup. The system aso periodically requires a backup to be
generated if some predetermined number of sessons has occurred without the operator voluntarily
performing a backup operation. The backup ensures that at least three separate backup copies are
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maintained and the system cydes through them interactively.
3.6.2.7 Indugrial/Military Espionage.

This threat would normdly involve aformer user gaining access to the system for some persond benefit.
The system provides safeguards to require inactive USERID to be deleted from the system. The
system aso requires periodic mandatory change of authorized user passwords.

WARNING

IT IS A VIOLATION OF FEDERAL LAW TO ACCESS, COPY, OR
OTHERWISE USE GOVERNMENT COMPUTER RESOURCES WITHOUT
SPECIFIC AUTHORIZATION.

3.7 ASSISTANCE AND PROBLEM REPORTING,

Obtain assstance by contacting the Customer Assistance Office (CAQO) at the appropriate ANSOC,
unless ingructed to report to an intermediate source first. Report problems using the procedures
described in the Configuration Control Manua, AISM 25-P05-A67-AlIX-CCM. Use DA Form 5005-
R, “Engineering Change Proposd-Software (ECP-S)” to report the problem and submit it to the
appropriate ANSOC. You may report the problems on the Fort Huachuca hot line DSN=- 879-
6798/6858 or on commercia line 1-800-305-3036.
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4 INSTALLATION SETUP
4.1 PROCESSING OVERVIEW.,

After logging in, usars access RUU via satements in their shdl profiles - the file “.profile’. The
command file “.setuplSM”, (in the user's home directory), is activated from this shel profile, which
controls how RUU will be executed from that point on. After environment variables are s, the RUU
main program “ruu_prg” is executed in the RUU home directory. When a menu sdection is made that
activates another program, the current program is suspended and the other program begins. After each
program is terminated, (by pressng <F6>), the suspended program resumes. After the final program
terminates, the exit satement in the user’s shell is executed and the user is logged out. Any number of
users can access RUU smultaneoudy, subject to limitations of the host system’ s resources, including the
RDBMS. For detalls on ingtdling RUU, refer to the RUU Software Ingtdlation Plan (SIP) manual.

4.2 COMMUNICATIONS OVERVIEW

ANSOC INSTALLATIO

T1
cISCO 1 CISCO

0}

[ ANSOC (1 ANN
/ DOIM
Office
PC
SPARC i : ( : i : i :
Printe

Printe Printer @ Q @ @
PC PC PC PC PC

Figure 4.2-1. Communications Overview

Printe

hid

The communications network involved within atypica system is shown in Figure 4.2-1.
4.3 SECURITY,

The ISM Security Support Plan (SSP), in accordance with AR 380-19, “Information Systems Security
(1SS)”, DOD 5200.28-STD and “DOD Trusted Computer System Evaluation Criteria’ (TCSEC),
categorizes the information processed by RUU as unclassfied sengtive-two (US-2). This means that
RUU processes unclassfied information that must be protected primarily to ensure its availability or
integrity. Passwords and access to information in the RUU system, and reports produced by it, must be
protected against improper or accidental disclosure.
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Each user is issued a unique login name and password. All access privileges and other authorization
elements are asociated with the login name. This information is maintained in a login profile for each
user, which must not be printed or disclosed.

User identity and authorization to access the information and functions ddineated in the login profile are
authenticated by the password. Requests for access privilege are automaticaly denied unless the you
have been granted that specific access privilege by the FA. You can be granted access only to the
information to which you are entitled, (by virtue of formal access approval).

4.3.1 Physical Safeguards.

Section IV of AR 380-19 specifies physica security objectives and safeguards. At a minimum,
equipment will be protected as follows:.

a Sysems having undassified files on non-removable media should be in a locked office
or building during non-duty hours, or otherwise secured to prevent 1oss or damage.

b. Y ou should log off the computer whenever you leave the area.
4.3.2 Database Access.

Accessto view or change RUU datais restricted to users who have at least “ connect” permisson to the
SADB and the ILIDB. Persons having DBA permission authority can grant any level of permission,

such as “connect”, “resource’, or “DBA”, to other usars, so access to these user accounts must be
grictly controlled.

4.3.3 Ingtallation-Specific applications Menu.

You can configure the Ingtalation Specific Applications Menu to make any program available, at the
discretion of the RUU FA. You must exercise caution in choosing, what programs to make available
via this menu and which users have accessto it. There is arisk to the security of other systems on the
same hogt as RUU, depending on the specific programsingaled.

4.3.4 Beginning RUU Processing.

After successfully logging-in to RUU via the ISM compuiter, you are ready to begin processing. Upon
accessing RUU, a‘ start-up warning screen’ will appear.
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by the US Government, its officers, and agents. It is a violation
of the Federal Law, to access and/for use US Government computer
resources without specific authorization. Each access is subject
to recording and auditing. Without specific authorization from
the US Government, you are an intruder. Intruders are subject to
criminal prosecution, fine and/for imprisonment.

RETURH to continue; F6 = CAMCEL to exit

+
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Figure4.3-1. Federal Warning Screen

a To continue, press <Enter>. Then, follow the ingructions supplied in Section 5,
Description of Runs.

b. To cancd and return to the {Login:} prompt, press <F6>. Then, follow the
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appropriate procedure for disconnecting from the ISV computer.
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5 DESCRIPTION OF RUNS.

This section describes RUU functiona adminigtration procedures. For software user procedures,
including ad hoc query, refer to RUU SUM. For ingallation procedures, refer to the RUU SIP manud.
The security profile for eech RUU user, that is set by the RUU adminidirator, determines which
functiona areas and procedures a user has access. This does not normally include adminigtrative or
intidization functions. The RUU administrator has accessto al functiona areas and procedures.

5.1 RUNINVENTORY.

RUU adminigtrative procedures are listed below by item being acted upon. The menu path after each
procedure indicates the RUU menu path needed to perform the procedure. For information on how to
perform procedures, refer to section 1.4.2, Procedurd Conventions. For an overal view of al RUU
functions, refer to Figure 3.4-1, RUU Hierarchy Diagram.

Procedure Title Path(s)
Telephone Support 51
Message 52
ISM Data Sheet 54
Add/Change ECP/PR 531and 6,1
View ECPIPR 5,3,2and 6,2
Delete ECP/PR 5,3,3and 6,3
Submit ECP/PR 5,34 and 6,4
Add/Change RUU User 711
Delete RUU User 712
Add Alternate ISM Administrator 713
Add/Change Menu Entries 731
Delete Menu Entries 732
Add/Change Application Printers 741
Delete Application Printer 742
Select Elements to show 751
Add/Change element comments 752

After entering the RUU system, the “Master Menu” will appear. Thisis the menu from which you can
access al other menus and screens.

Haster Henu
Peacetime Henu

Transition to War Henu

Wartime Henu

Demobilization Henu

Customer HAssistance Henu

Problem Reports~-ECP-S Submission

RUU Initialization Admin Henu
Installation-Specific Applications Henu
Uieuw Documentation-Regulations Henu

W=~ N & L L

Figure5.1-1. Master Menu

The “Peacetime Menu” contains the mgority of user procedures. For adminigtration procedures, refer
to section 5.7, “RUU Initidizatio/Adminisration Menu”, and section 5.8, “InddlationSpecific
Applications Menu”.

5.2 BACKUPAND RESTORE PROCEDURES,

Both the RUU permanent files and database should be backed up as part of a daly (or more often)
routine. This will help ensure continuity of operations if the sysem fails. A complete backup of RUU
must be adequate to resume operations on the same or asmilarly equipped machine within afew hours.

Similarly equipped means that the operating system, utilities, and RDBMS are inddled and that the
machines share the same hardware ingruction set.  There is no backup utility within RUU. Section 7
shows a sample script to perform a backup.
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5.3 DIAGNOSTIC PROCEDURES,

RUU does not have any diagnostic procedures.
5.4 ERROR M ESSAGES.

RUU is an interactive system. If you make an error in entering information into a field, an explanatory
message appears.  This message describes the error and provides corrective procedures. RUU does
not use numeric codes unless the error has occurred at the system leve or in the operation of the
RDBMS. In any case, whenever an error code appears, an explanatory message will also appear dong
withit.

5.5 CUSTOMER ASSISTANCE M ENU,

This menu alows you to access the screens used for obtaining assstance by telephone, by message, for
reporting a problem, and for obtaining RUU ISM data. Sdlection of this menu from the “Master Menu”
will display the following menu.

Customer Assistance Henu 1
Telephonic I
Hessage

Problem Report
. IS5H Data Sheet
. Return to the Haster Henu

Figure5.5-1. Cugtomer Assistance Menu
55.1 Teephonic.

This option alows you to obtain assistance by caling the ISM Customer Assgstance Office (CAO).
You can contact this office 24 hours per day seven (7) days per week. When you select this option
from the “ Customer Assistance Menu”, the following screen will gppear:

For Telephonic Assistance Dial <DSH 879-6798 <Comm. (528) 538-6798
or 1-8868-385-3036
Fax <DSNH 879-6889 <Comm. (528) 538-6889

Be prepared to provide the following information.
- Hame of ISH (e.g. PERSLOC, EDHIS, DAHIS ...>
- Softuware Developer (if Knouwn)
- Person Calling #Hame
#Address (normal maild)
#E-mail Address
#Phone Humber {CommercialAutovon
Organization (Office Symbol>
AI5 CODE - 5IC Code - DPI Code
Content of Inquiry or Comments

For specific information on any of the above, select ISH Data
Sheet from the Customer Assistance Henu.

RETURN to continue

Figure5.5-2. Teephonic

Peasse have the requested information available before the user places the telephone cal. The
information required appears on the screen above. For a more specific information, sdect “I1SM Data
Sheet” menu option.

552 Message.

This option alows you to record conversations or notes. Y ou can send messages created through this
module to sdlected addresses in eectronic or in hard copy form, depending on interfaces available to
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theingdlation. Thismenu item isreserved for future developmert.
5.5.3 Problem Report (PR).

Use this procedure to fill out an eectronic verson of DA Form 5005-R, ECP-S. After filling out the
form, you can print it or send it via dectronic mail. Once stored, you can recdl, edit, reprint, or
retransmit an ECP-S.  To aet the information you need to report a problem with CIF, sdect menu
Option #3 and press <Enter>. The following screen will appeer.

Problem Report./ECP-S Henu
>1. HAdd-Change Problem Re nrt/EI:P—SI
Uiew Problem Report.ECP-5

2.
3. Delete Problem Report./ECP-5
4 Submit Prohlem Report-ECP-5

Figure5.5-3. Problem Report
55.3.1 Add/Change ECP/PR.
Refer to paragraph 5.6.1 for more details.
5.5.3.2 View ECP/PR.
Refer to paragraph 5.6.2 for more details.
55.3.3 Delete ECP/PR.
Refer to paragraph 5.6.3 for more details.
55.34 Submit ECP/PR.
Refer to paragraph 5.6.4 for more details.
5535 |ISM Data Sheet.

Use this procedure to display a fact sheet of information about RUU. The “I1SM Data Sheet” screen
alows you to obtain information on the RUU ISM. To obtain RUU I1SM data, select thisoption from
the “Customer Assstance Menu’, and press <Enter>. The “ISM Data Sheet” will appear in two
screens as shown.

15H Data Sheet

The I%H data sheet format is not applicable ko
this software,

RETURH to resume applicat ion

Fgure5.5-4. ISM Data Sheet
Press <Enter> to resume the application.
5.6 PROBLEM REPORTS/ECP-S SUBMISSION

Use this procedure to fill out an eectronic verson of DA Form 5005-R, ECP-S. After filling out the
form, you can print it or send it via dectronic mail. Once stored, you can recdl, edit, reprint, or
retransmit an ECP-S. When you sdlect this menu from the “Magter Menu”, the system digplays the
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following forms for reporting the problem and generating a DA Form 5005-R (ECP-S). Inthisoption
you can add a new ECP or PR or change one that is currently on the system. If the ECP-S has aready
been submitted then you will not be able to change it. Sdection of this option from the “Master Menu”
will display the following forms for reporting the problem and generating a DA Form 5005-R (ECP-S).

Problem Report~ ECP-5 Henu
1. Add-Change Prohlem He-nrt/EEP—ﬂ

Uiew Problem Report./ECP-5

2.
3. Delete Problem Report~ECP-5
4 Submit Problem Report.ECP-5

Figure 5.6-1. Problem ReportECP-S Submisson Menu
5.6.1 Add/Change ECP/PR.
Sdection of this option from “ Add/Change/Deete ECP/PR Menu” shows the following screen.

ECP-5 (DA5B8B85-R) (Page 1 of 4)
#* #*
Originator Humber: LAZ-A158-144 Type of Report: ECP-5

To: From:
ATTH:

Point of Contact: Telephone:
Title:

Priority:

ApplicationsVersion:

Executive SW BaselinesVersion:
Problem Date:

Job-Cycle-Program ID:

Title of Problem-Change:

F3 = SAVE to continue; F6 = CAHCEL
Houre5.6-2. ECP-S - DA Form 5005-R (Page 1 of 4)

Use this form to enter the information to generate a DA Form 5005-R (ECP-S) for thisISM. Y ou can
then forward this printed form to the appropriate office for consderation.

Y ou assign an originator number, comprising of AlS and Data Processing Ingtalation (DPI) codes and
an ECP or PR sequence number for tracking and identification of reports. Pressng <F2> from the
Originator Number fidd will digplay a lig of reports previoudy generated that you can select to
modify.

EHdd Description

Originator Number: Enter 11 position number congtructed as follows. Pogtions 1-3:
AlScode. Usethis ‘three position’ code to identify the system.
You can find this on the ISM data sheet from the “Customer
Assgtance’ option on the “Magter Menu'”.

Pogtions 4-7: DPI code. Use this ‘four postion’ code to
identify the ingdlaion submitting the DA Form 5005-R.
Contact DOIM ISM Administrator for this code.

Positions 8 11: Sequence Number. Use this four postion al
numeric code with the other two codes to uniquely identify the
problem or ECP being reported on this DA Form 5005-R.
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Type of Report:

From:

To:
ATTN:

Point of Contact:
Telephone:

Title

Priority:
Application/Verson:

Executive SW Basding/\VVerson:

Problem Date;

Job/Cycle/Program ID:

Title of Problem/Change:

Enter the type of report or press <F2> for choices. Sdlect
either ECP-S or Problem Report. See your FA for ingtructions
on what congtitutes a PR or ECP-S.

Enter the Unit Name, Ingdlation name, and name of person
reporting. Enter “D” for Defense Switched Network (DSN).
Commercia telephone numbers should include the area code.
Example “Fort Lewis, Ms. Sullivan, XXX- 357-6495".

Enter the name of the organization where you want this ECP-S
to be sent.

Enter the name of the person to whose atention you wish the
form directed. Example: “Mr. Sam Wilson”.

Enter the name of the Point of Contact (POC).

Enter the telephone number of the POC.

Enter thetitle of the POC.

Enter the Priority of the report, or press <F2> for choices.

Enter the name of the application and the verson number.
Example “RUU/09.00".

Enter the user’s Executive Software basdine. Example: PO5-
09.00.

Enter the date the problem was detected into the fiedd in an
accepted date format.  You may enter “today” for the current
date.

Enter the name or number of the problem job, cycle, and
program. The number of characters avallable on both lines is
66.

Enter a short description of the problem. Example: “Unit funds
areincorrect”. The number of characters available on both lines
iS 66.

Note: If you move the cursor back up to the Originator Number, you will lose dl of the changes that
you entered on this screen.  This happens when the program attempts to find your new ECP-Sitem. To
avoid this, do not press <Enter> on thelast fidd of the form.

Once you enter the required data in this screen, press <F3> to continue to the second page of the
report or press <F6> to cancd. Pressing <F3> will display the following screen.
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ECP-5 (DASBB5-R> (Page 2 of 4)
Originator Humber: LAZ2-A158-144
Description of Problem-Change:

F3 = SAVE to continue; F6 = CAHCEL; F8-F4 = PREV PAGE

ECP-S - DA Form 5005-R (Page 2 of 4)
Thisis page two of the data entry screens for entering the information to generate a DA Form 5005-R

(ECP-S) for thisISM.
Eedd
Originator Number:

Description of Problem/Change:

I
This fidd gets populated automdicdly with the originator
number entered on the first page of the form.

Enter a brief narrative describing the problem in sufficient detall
to permit ready identification and evauation. Include a ligt of
supporting documentation available for research by SD.
Example: “Baance for Unit Fund was correct. However, most
financid statements for unit fund after year end are incorrect”.
The number of characters availableis 960.

Once you enter the required data on the previous screen, press <F3> to continue to the third page of
the report or press <F6> to cancdl. Pressing <F3> will display the following screen.

ECP-S5 (DASBA5-R)
Originator Humber: LAZ2-A158-144
Effect on User:

(Page 3 of 4)

Recommended Solution-Justification:

SAUE to continue; F6 = CANCEL; FB/F4 = PREU PAGE
ECP-S - DA Form 5005-R (Page 3 of 4)

This is page three of the data entry screens for entering the information to generate a DA Form 5005-R

(ECP-S) for thisISM.
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EHdd Description

Originator Number: This fidd gets populated automaticaly with the originator
number entered on the first page of the form.

Effect on User: Enter a description of how the problem impacts on the user.

Example: “Incorrect reports causng excessive expenditures of
resources and logt time”’. The number of characters avalableis
420.

Recommended Solution/Judtification:  Enter a brief description of the recommended solution for
problem and its judification. The number of characters
available s 480.

After you complete entering information on the prior screen, press <F3> to continue to the fourth screen
of the report or press <F6> to cancel. To return to previous page, press <F8/F4>. Pressing <F3> will
display the following screen.

ECP-S (DASBB5-R) (Page 4 of 4)
Originator Humber: LAZ-A158-144
Remarks:

SAVE to continue; F6 = CANCEL; F8-F4 = PREV PAGE
F8-F1 = PRINT; F8-F3 = XHIT to transmit

ECP-S - DA Form 5005-R (Page 4 of 4)

EHdd Description

Originator Number: This fidd gets populated automaticaly with the originator
number entered on the first page of the form.

Remarks: Enter relevant remarks concerning the problem and its solution.

The number of characters available is 900.
Processing options from Screen 4 are asfollows:

SAVE: When you complete the problem report, press <F3> to saveit.
CANCEL: If you decide to cancel the problem report, press <F6>.

PREV PAGE: To return to the previous page, press <F8/F4>.

TRANSMIT: If you are ready to transmit the report, press <F8/F3>. Thiswill

present the following warning screen before transmitting.

JARHKI HG
Once you Submit a 58858, you will not be able to
go back and change it. You ecould go zhead and save it now,

then re-submit it later through ‘Submit ECP-5 wenu option.

Press RETURH to Submit: FBE to Cancel
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Press <Enter> to submit or <F6> to cancel the transmisson request.
PRINT: To produce a printed copy of the report, press <F8/F1>.
5.6.1.1 Control Inputs.

To fill out an ECP-S, you require the originator number (a unique ECP-S identifier used to track and
recal an ECP-S) and problem report date. The originator number, which is supplied to the user when
filling out the ECP-Sform, is composed of:

7 An AlS code

7 An unique Ste identifier

7 A dte sequence number
Environment variables, which are set and exported in the “.grtusr|SM” command file in the RUU
runtime directory, cortrol the following parameters:

7 Site sequence number that is generated and incremented automatically.

?? AISCODE, the identifying code assigned to RUU AIS

7 DPI Code, aunique four-digit Ste identifier thet is preset in RUU a ingdlation time

7 ECPDIR, indicates the path where the ECP-S input and outpui files are stored

?7? ECPDB isthe ISM identifier (RUU).
The environment variables dlow this procedure to be used with various ISV gpplications at different
gtes without changing the procedure itself.
5.6.1.2 Management Information.

Use the ECP-S Originator Number for tracking and later recal of the ECP-S from the STARS. The
sysem keeps the sequence number portion of this number [as an American Standard Code for
Information Interchange (ASCII) dring] in afile in the ECPDIR directory that has the suffix “.count”.
The filename is the concatenation of the ISV AlS Code and the local DPI code. The RUU screen
banner includes the software version number, requested on the DA Form 5005-R.

5.6.1.3 Input/Output Files.

Data entered into each of the four screens for the eectronic DA Form 5005-R are stored in ASCI| text
files named after the Originator Number with a screen sequence number (1, 2, 3, or 4) gppended. A
directory named by the ECPDIR variable keeps thesefiles.

5.6.1.4 Output Reports.

If a LaserPro Express printer is available and has been configured for use as a laser printer with RUU
(refer to Procedure 7,4,1) the print option will print a facamile of the DA Form 5005-R, with the
information entered. Otherwise, it will print an goproximation to the DA Form 5005-R using ASCI|
characters. If you choose the éectronic mail transmission option, the ASCII verson is included as the
text of a message with “DA Form 5005-R (ECP-S)” and the current date as the subject. The message
can be directed to any addressee accessible from the RUU host. The size of the output is about two

pages.
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5.6.1.5 Reproduced Output Reports.

You should keep copies or originds of ECP-S(s) in an ECP-S notebook until processed. Loca
procedure may dictate how many copies should be made for ditribution and tracking.

5.6.1.6 Restart/Recovery Procedures.

There are no specid restart or recovery procedures if the system fails. The system stores ECP-S data
in permanent files asit processes and saves each screen.

5.6.2 View ECP/PR.

This option adlows you to view an ECP or PR currently existing on the systlem. Sdecting this option
from the “Problem Report/ECP-S Menu” shows the following screen.

Uiew ECP-5 (DA5BB5-R) (Page 1 of 4)
#UIEWING RECORD+
Originator Number: LA2-H358- =  Type of Report:

To: From:
ATTH:

Point of Contact: Telephone:
Title:

Priority:

Application Version:

Executive 50 BaselinesUersion:
Problem Date:

Job/Cycle-Program ID:

Title of Problem/Change:

F3 = S5AUE to continue; F6 = CAHCEL

Figure5.6-3. View - ECP-S - DA Form 5005-R (Page 1 of 4)

Enter three characters to complete the Originator Number field for the ECP or PR you wish to view.
Y ou can press <F2> to view alig of the currently existing ECPs and PRs.

Press <F3> to view the next page or <F6> to cancdl.

Uiey ECP-5 (DASAA5-R) (Page 2 of 4)
Originator NHumber: LA2-H358-B821

Description of Problem~Change:
Corrected wording

F3 = SAVE to continue; F6 = CANCEL; F8-F4 = PREV PAGE

ECP-S - DA Form 5005-R (Page 2 of 4)
Press <F3> to view the next page or <F6> to cancdl.
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Uiew ECP-S (DASBB5-R) (Page 3 of 4)
Originator NHumber: LAZ2-H358-B21
Effect on User:
None

Recommended SolutionsJustification:

F3 = SAVE to continue; F6 = CANCEL; F8-F4 = PREV PRGE

ECP-S - DA Form 5005-R (Page 3 of 4)
Press <F3> to view the next page or <F6> to cancel.

Uiew ECP-S (DASBB5-A) (Page 4 of 4)
Originator Mumber: LAZ2-HM358-B21
Remarks:

F3 = SAUE to end view; F6 = CANCEL; F8-F4 = PREV PAGE
F8/F1 = PRINT;

ECP-S - DA Form 5005-R (Page 4 of 4)
The bottom of the screen shows severa options from which to sdlect.
Pressing <F3> returns you to the “Problem Report/ECP-S Menu’.

5.6.3 Delete ECP/PR.

This option will dlow you to delete an ECP or PR that is currently on the sysem. Selection of this
option from “ Add/Change/Delete ECP/PR Menu” will present the following screen.
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*
Originator Humber: LAZ2-A15B8-144

ECP-5 (DASBB5-R) (Page | of 4)

*
Type of Report: ECP-5

To: From:

ATTH:

Point of Contact: Tel ephone:

Title:

Priority:

ApplicationsUersion:

Executive SUY Baseline-sUersion:
Problem Date:

JobCycle-Program I10:

Title of Problem-Change:

F3 = SAVE to continue; F6 = CANCEL
Figure5.6-4. Delete- ECP-S - DA Form 5005-R (Page 1 of 4)
Press <F3> to view the next page or <F6> to cancdl.
ECP-5 (DASBB5-R) (Page 2 of 4)

Originator Humber: LA2-A15B8-144
Description of Probhlem-Change:

SAVE to continue; F6 = CANCEL; FB/F4 = PREU PAGE
ECP-S - DA Form 5005-R (Page 2 of 4)

Press <F3> to view the next page or <F6> to cancdl.
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ECP-5 (DASEA5-R) (Page 3 of 4)

Originator Humber: LAZ-A158-144
Effect on User:

Recommended Solution-Justification:

SAVE to continue; F6 = CAHCEL; F8-F4 = PREV PAGE
ECP-S - DA Form 5005-R (Page 3 of 4)

Press <F3> to view the next page or <F6> to cancdl.

Delete ECP-5 (DASBB5-R) (Page 4 of 4)
Originator Humber: LAZ2-H35B8-B21
Remarks:

F3 = SAVE to continue; F6 = CANCEL; F8-F4 = PREU PAGE
F8-F1 = PRINT;

ECP-S - DA Form 5005-R (Page 4 of 4)

Pressing <F3> will take you to the delete confirmation screen as shown.

Enter <Y> for Yes or <N> for No and press <F3> to commit work. Pressng <F6> cancelsthe delete

request.

DELETE ECP-5S~PROBLEH REPORT

[tem(s) selected will he permanently removed from the datahase

Do you wish to delete the item(s) selected? _

F3 = SAVE to commit work: F& = CANCEL

5.6.4 Submit ECP/PR.

This option will dlow you to submit an ECP-S to the Status Tracking and Reporting System (STARYS)
that has adready been created through the Add/Change ECP/PR procedure. Selection of this option

from “ Add/Change/Deete ECP/PR Menu” will present the following screen.

512



Version 09.00 AISM 25-P05-A67-AlX-SCOM 10 December 1999

Submit ECP-S5 Henu
Uersion Priorit Hodified Submit

HARK; RETURH to Submit; F6 = Cancel

Figure 5.6-5. Submit ECP/PR

This menu contains dl of the ECP-S currently on the system. I the DA Form 5005-R has already been
submitted then an “Y” will gppear in the far right column. Y ou cannot re-submit a DA Form 5005-R.
To submit a DA Form 5005-R that has not vet been submitted, highlight the ECP-S and mark it by
pressng <F2>. Press <Enter> to submit or <F6> to cancel the request. Once you submit aDA Form
5005-R, it will remain on the system for one week before you can delete it off the sysem. If you have
marked an ECP-S that has dready been submitted and pressed <Enter>, then the sysem will display
the following error message.

ERROR
The ECP LA2-5113-136 has already been submitted on 1997/12-/23.

RETURN to continue

Press <Enter> to continue.

5.7 RUU INITIALIZATION/ADMINISTRATION M ENU,

This menu gives the FA access to functions used to initidize (set-up) the gpplication and to perform the
system adminigration functions described in the following paragraphs. Refer to the RUU SIPif you are
stting-up RUU & your ingdlation for the firgt time. Sdection of Option #7 from the “Master Menu”
provides system adminigration functions for use during implementation and, as necessary, to
accommodate changes and corrections to RUU for an ingdlation. Authorization to the subroutines
described in this section may be limited. If you need to perform the following functions and cannot
access the functions described in this section, contact your FA. Sdection of this menu from the “Master
Menu” will display the following screen.

RUU InitializationsAdmin Henu
Security Administration Henu
Customize RUU Data Henu
Setup Installation-Specific Applications Henu
Peripheral Administration Henu

Ad Hoc Administration

SIDPERS Reconciliation

SIDPERS Data Transmission
. Return to the Master Henu

0~ O e ) ) Ll

Figure5.7-1. RUU Initidization/Administration Menu
Highlight your sdection and press <Enter>.
5.7.1 Security Administration Menu

The FA must set up RUU user accounts with USERID and passwords. For each account, the FA can
define security and access privileges. Access to these functions is restricted.  The FA can add users,
change user access privileges, ddete users, and add dternate adminigtrators. Only RUU users that are
authorized can access the “Security Administration Menu”. Alternate administrators can st-up to
perform RUU FA adminigration functions. To grant a user access to the RUU database and the
ILIDB, DBA accessisrequired to both of these databases. To add a user to RUU, the FA must know
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the valid UNIX system login name. Initidly, each user must be added by the ANSOC as a UNIX
system user BEFORE being added by the FA as a RUU user. To do this, the FA submits aligt of
prospective users to the system administrator at the ANSOC, which creates UNIX user accounts and
assigns the login names and passwords Sdection of this menu from the “RUU
InitidizatioryAdminigtration Menu” will present the following screen.

Security Administration Henu
Add-Change RUU User

Delete RUU User

Add Alternate ISH Administrator
Delete Alternate ISH Administraton

.. Return to the Haster Henu

Fgure5.7-2. Security Adminigtration Menu
Highlight your sdection and press <Enter>.
5.7.1.1 Add/Change RUU User

This option alows access privileges for users on the ISV database. A user should autométicaly have
resource permissions to the ISM database. Aside from database privileges, to give a user the gility to
add other usersto the ISM, the user must be given manua permission and read/write permissionsto the
ISM directory. Select this function to add a new user to RUU and to grant or change user access to
functions.

a Adding auser to RUU affects input/output as follows:
@ Each login profilefile (“.profil€”) is modified to add the following lines:
exec .Setupl SM
exit
The result is that the user immediately runs RUU upon logging in, and is logged-

out immediately upon exiting RUU. Refer to te file “.setuplSM” for more
information.

2 Each user is granted “connect” access permission to the RUU database and
ILIDB. The Oracle SQL Reference Manua contains details.

3 A record is added to the RUU security table for each functiond area that the
user is granted access to. These records identify the user and they are
examined at run time to grant or deny permission to the functiond aress listed
below. All the security records for a user are cdled the user’s “security
profile’.

b. Changing RUU, user access modifies the security profile. This means that records are
added or deleted, as appropriate, from the security table.

TO ADD A USER OR CHANGE ACCESS | NFORMATION--
STEP 1. Use Procedure 7,1,1 to display the add/change screen.
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Add.”Change RUU User
%

User Loghame: Originator Code: _

Grant access privilege for:

Peacetime Henu

RUU InitializationsAdmin Henu
Installation-Specific Applications Henu
SIDPERS Transaction Henu

Transaction Haintenance Henu
SGLI-DD-93-Family Hembher Processing

Ad Hoc QOuery

Codes Control Henu

F3 = SAVE to commit work; F6 = CAHNCEL

Fgure5.7-3. Add/Change RUU User

STEP 2. Enter the log-in name (obtained from the ANSOC) and press <Enter>. If you entered
a log-in name that does not correspond to a vaid UNIX system user, an “ERROR -
No Such USER!” message will appear.
Error = Ho Such USER!

The user entered does not exist in your
UNHIX system. Flease try again

RETURH ta continue

STEP 3. Enter <Y> next to the privileges you want to grant, and <N> next to the privileges you
want to deny. (For dl new users, the privileges have the default of “N”.)

STEP 4. Press <F3> to save the new user or changes and return to the previous screen.
5.7.1.2 Delete RUU User.

This option dlows you to delete users from the gpplication. To change information about a user,
highlight the “Add/Change RUU User” option and press <Enter>. Sdect this function to delete avdid
user from RUU. Ddeting a user from RUU affects input/output as follows:

a Theusr’slogin file (“.profile’) is modified so that the following command is removed:
exec .setupl SM
exit
The result isthat upon logging in, the user isimmediately logged out.
b. Access permissions to the RUU database and ILIDB are revoked.
C. Appropriate security profile records are removed from the RUU database.
TO DELETEA USER--
STEP 1. Use Procedure 7,1,2 to display the delete screen.

Oelete RUU User

User Logname:

SAVE to commit work; F6 = CAHCEL

Figure5.7-4. Delete RUU User
STEP 2. Enter the user log name and press <F3> to delete. The system will display the following
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‘delete confirmation’ screen.

Delete User Confirmation
Item(s) selected will be permanently removed from the datahase

Do you uish to delete the item(s) selected?

SAVE to commit work; F6 = CAHCEL

Enter <Y> and press <Enter> to delete the record or <N> and press <Enter> to canced the delete
request. Pressing <F6> will dso abort the delete request and teke you back to “Security
Adminigration Menu”. If you have entered a user log name that does not correspond to a valid UNIX
gystem user, the system will display an error message.  Otherwise, the system will delete the user
identified. If you attempt to delete someone who is not a user or the ISM adminigrator, then the system
will display an error message screen.

Once you delete a user Log name, then you will not be able to retrieve his name. However, you can
add back this user into the database with “Add/Change RUU Usar”. Once you remove a user, then
you must treat this user asanew user in order to regain access to the application.

5.7.1.3 Add Alternatel SM Administrator

Sdect this option from the “Security Adminidration Menu’ to desgnate users who will have
adminigtrator privileges equivalent to the “ruu” login. The system show the following screen.

Add Alternate ISH Administrator

Alternate 154 Administrator:

F3 = SAVE to continue; F6 = CANCEL to abort

Fgure5.7-5. Add Alternate ISM Adminigtrator

This screen requests the loa name of the user that you want to grant adminidiration privileges to. Enter a
vaid user name and press <F3> when done.

5.7.1.4 Deete Alternate | SM Administrator

Sdect this option to deete the aternate administrator.  Sdlection of this option from *“Security
Adminigration Menu” shows the following screen.

Add Alternate IS5H Administrator
Alternate ISH Administrator:

F3 = SAVE to continue; F6 = CANCEL to abort

Figure 5.7-6. Delete Alternate ISM Adminigtrator

This screen requests the log name of the user, you want to delete adminigtration privileges. Enter avalid
user name and press <F3> when done.

5.7.2 Customize RUU Data Menu.

This menu provides functions that let you add, change, and delete information specific to this ISM.
When you sdect this option from the “RUU InitidizationVAdministration Menu,” the following screen will

appear.
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Customize RUU Data Henu
»1. Codes Control Henu
2. S6LV-8286 Current Duty Location
99. Return to the Haster Henu

Figure5.7-7. Customize RUU DataMenu
5.7.2.1 CodesControl Menu

Codes Control routine is designed to help users to easlly modify (add, change, or delete) the Codesin
their gpplication’s sub-menus. The following isthe list of regtrictions to use Codes Control:

7 The content of a vaid sub-menu congsts of two parts. the Code and the Description.
The Code is dlowed to be a maximum of ten characters in length. The Description,
whichisoptiond, is alowed to be up to 60 charactersin length.

” Only one Code can be entered per entry.

7 The Codes Contral will reformat the sub-menu's file. Codes will be written in the firgt
10 positions followed by one space and the description (if any).

5722 SGLV —-8286 Current Duty L ocation
When you sdlect this option from the “Customize RUU Data Menu,” the following screen will appesr.

SGLV-8286 Current Duty Location

Current Duty Location can be entered on SGLV-B8286 forms

F& = CANCEL

Figure5.7-8. SGLV —8286 Current Duty Location
Enter the current duty location forms and press <F3> to save or <F6> to cancdl.
5.7.3 Setup Ingtallation-Specific Menu

This menu dlows the FA to add or delete items on the Ingtdlation Specific Applications Menu, which
contains entry points for various programs that are found at that particular location. Sdlect this menu
from the “RUU Initidization/Adminigtration Menu” to display the following screen.

BAETUP INETALLATION-3FPECIFIC APPLICATICHNS
Add/Change Menu Entries

Delete Menu Entries
. RBeturn to the Master Menu

Fgure5.7-9. Setup Ingtdlation Specific Applications Menu
Highlight your sdection and press <Enter>.
5.7.3.1 Add/Change Menu Entries

Use this procedure to add or modify entries on the Ingtalation-Specific Applications Menu. The entries
on this menu are stored in atable in the “ruu” database and each entry congsts of two parts:

a Descriptive text, consisting of up to 60 a phanumeric characters, that is displayed on the
Ingtallation Specific Menu.

b. A UNIX shdl command, condsting of up to 60 aphanumeric characters, is executed
when the corresponding item is sdlected. This lets the FA add a new menu item or
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change an exiging one.
When you select “ Add/Change Menu Entries,” the following menu will appesr.

Add-Change Henu Entries
>+++ ADD RECORD

1. Unix prompt!'!

Figure 5.7-10. Add/Change Menu Entries
When you sdlect “ADD RECORD” the following screen appears.

#_ ADDING BRECORD =

Item Description:

Command Line:

SAVE to commit work; F6 = CANCEL

The screen will prompt you for the following information.

EHdd Description

Item Description: Enter a dexription that will be diglayed in the
“Ingtallation Specific Application Menu”.

Command Line Enter afull command line that will be run by UNIX.

Press <F3> to add entry in the form or <F6> to cancel the entry and to return to the previous screen.
5.7.3.2 DeleteMenu Entries

This option dlows the RUU adminidrator to delete links to other gpplications on the UNIX system.
When you sdect “Delete Menu Entries’ the following screen gppears.

Delete Henu Entries
>1. Unix prompt'

Fgure5.7-11. Deete Menu Entries

To delete amenu item, sdlect that item. The system prompts for confirmation before the deletion occurs
with the screen shown below.

Delete Henu Item Confirmation

Item(s) selected will be permanently removed from the database

Do you wish to delete the item(s) selected?

SAVE to commit work; F6 = CAHCEL

Enter <Y> if you want to delete or <N> if you do not want to delete and press <F3> to delete theitem
or <F6> to cancel the operation.

5.7.4 Peripheral Administration Menu

This menu alows the FA to add, change, or delete printers and other peripheras on the RUU system.
In order to add a printer you will need to know how the printer was described to the operating system.
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The UNIX description will be available from the SA. When you sdlect “Peripherd Adminigtration
Menu,” the following screen will appeer.

FPERIPHERAT ADMINIZETEA TII e IIEIITT

Delete ﬁppllcatlun Frinters
. Return to the Master Menu

Fgure5.7-12. Peripherd Adminigtration Menu
5.74.1 Add/Change Application Printers

Use this procedure to add or change the definition of a printer available to RUU users. This does not
dter the printer configuration or set-up in any way, but must be done to dlow the printer to be used
from within RUU. Printers must be added to the local network print server, as well as the ANSOC
host Print server.

a Cantral Inputs. Only printers that are dready defined on the host system can be added
to RUU. RUU uses the same designations as the system to refer to printers. Refer to
the AIX verson 4.1 “Sysem User’s Guide Operating System and Devices’, for
information about how to add printers to the host system.

b. Management Information  Each printer definition in RUU conssts of three parts:

(@D} Printer name, a 15-character maximum aphanumeric designation used by both
the host system and RUU to identify each printer.

2 Printer class, which is different from the system printer class. It isused by RUU
to determine what format of output is required/dlowed and is selected from a
pre-defined list shown below.

LASERPRINTER  (HP LaserJet I11-compatible)
DRAFT-80 COLUMN

DRAFT-132 COLUMN/COND

LABEL PRINTER

SLAVE*

* A user can direct the output from RUU to a printer attached to a PC by
secting the “SLAVE” option on the printer class list. However, dave printers
are, by definition, not attached to the loca print server or avalable to other
workstations on the network.

3 Printer description: a 60-character maximum aphanumeric comment that RUU
associates with the printer to ad in identifying the printer. Should include
physica location of printer (such as HP-LaserJet-11+ #1, Room 345, Building.
440).

C. Loput/Output Files, Printer definitions are stored in the printer table in the ruu database
(ruu: “ruu’.printer).

To add a printer, select Option #1 from the “Peripherd Administration Menu’. The following screen
will appear.
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Add-Change Application Printers
2+++ ADD RECORD
1886d59 FORT STEUWART CIF
1886d68 FORT STEUART CIF
1886d6la FORT STEUWART CIF
1886d61h FORT STEUWART CIF
1886d62 FORT STEUWART CIF

DOROTHY -DRAFT-132 COL-CONHD
RECEPTION -DRAFT-132 COL-COND
ABSTRACT (VALARIE> -DRAFT-132 COL-COHD
ABSTRACT (HMAMIE) -DRAFT-132 COL-COND
LINDR -DRAFT-132 COL-COND
1886159 FORT STEUWART CIF DOROTHY -LASER PRINTER
1886162 FORT STEWART - CIF - LINDA -LASER PRINTER
1836d2 HUNTER RAF - CIF - RECEPTIOH -DRAFT-132 COL-COND
1836d286 HUNTER RAF - CIF - JERAN -DRAFT-132 COL-COND
laser LASER PRINTER -LASER PRINTER
pold4374hsdl DOT HATRIX - FRONT COUNTER C(RAY) -DRAFT-132 COL-COND
pol4374hsd2 DOT MATRIX - REAR COUNTER (S55) -DRAFT-132 COL-COND
pold4374voll LEXMARK LASER -LASER PRINTER

Figure 5.7-13. Add/Change Application Printers

Highlight “Add Record” and press <Enter> to display the “ Add/Change Application Printers’ screen as
shown.

Add-Change Application Printer

#_ ADDIHG RECORD

Printer Hame:

Description:

Class of printer:

= SAVE to commit work; F6 = CANCEL

Enter the appropriate information for the printer. Press <F3> to add the printer information to the
database.

5.7.4.2 DeeteApplication Printers

Use this procedure to delete the definition of a printer made available to RUU via the “ Add/Change
Application Printer” procedure. This does not alter the printer configuration or setup in any way, but
must be done to remove the matching record from the RUU printer table, making that printer
unavailable to RUU users.

To delete a printer, sdect Option #2 from the “ Peripherd Adminidration Menu’.
Delete Application Printers

Printer Hame:

F3 = SAVE to delete; F& = CANCEL to abort

Figure 5.7-14. Deete Application Printers

Enter the printer name to delete and press <F3> to delete or <F6> to cancel deletion request. The
system will ask for confirmation before deleting the printer.

Delete Printer Confirmation

Item(s> selected will be permanently removed from the database

Do you wish to delete the itemi(s) selected?

SAVE to commit work: F6 = CANCEL

Enter <Y> for ‘Yes a <N> for ‘NoO’ and press <Enter>. Pressng <F6> will cance the delete
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request.
5.7.5 AdHoc Query Adminigtration Menu
When you sdlect this menu from the “RUU Administration Menu,” the following screen will appear.

]
Fgure5.7-15. Ad Hoc Query Adminigtration Menu
5.7.5.1 Select Elementsto Show

Use this procedure to define which SADB eements shall be made available to users of the Ad Hoc
Query utility. When you sdect this item, an “Elements to Show” screen will appear. It ligs available
elements and current comments.

Elements to Shou
ACCOUNT1 i 15T PART ACCOUNTIHG CLASSIFICATIOH CODE - COLLTAEH
>ACCOUNT2 i 2ND PART ACCOUNTING CLASSIFICATION CODE - COLLTREN
ACCOUNT 3 i 3RD PART ACCOUNTING CLASSIFICATION CODE - COLLTAEN
ACTLETDATE i DATE OF ACTION LETTER TO COHHANDER
ACTSUSPDATE i SUSPENSE DATE OF ACTION LETTER TO COHMHANDER
ADDFEES i ADDITIONHAL FEES ADJUSTHENT
ADDR1 i SCHOOL ADDRESS LINE 1
ADDR2 i SCHOOL ADDRESS LIHNE 2
ADDR3 i SCHOOL ADDRESS LIHE 3
ADDR4 i SCHOOL ADDRESS LIHE 4
ADDRS i SCHOOL ADDRESS LIHE 5
ADDRLINZ i SECOND ADDRESS LINE FOR DANTES TEST CENTER
ADDRLIN3 i THIRD ADDRESS LINE FOR DANTES TEST CENTER
ADDRLIN4 i FOURTH ADDRESS LINE FOR DANTES TEST CENHTER
ADJUSTHENT i COLLEGE COURSE COST RDJUSTHENT
AFRH_AWARD_EL _DT i DATE ELIG FOR ARH FRCS RES HED
ANT i AHOUNT OF GOVUT. FUNDING
APP_VER i APPLICATION VERSION HUHMBER - ECP’S

F2 = HARK to select; RETURH to commit work; F6 = CAHCEL

Figure5.7-16. Elementsto Show

To sdect dements, highlight desired dement(s) and press <F2> to mark. When done marking, press
<Enter> to return to the “Ad Hoc Query Adminigtration Menu”.

5.7.5.2 Add/Change Element Comments

Use this procedure to change the definitions of eements as they are displayed by Ad Hoc Query. These
definitions will gppear beside each dement name. When you sdect this item, the following “Elements
screen” will be digplayed, listing each available SADB dement and its current comment.
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Elements

ACCPD ;

[ AFRH_AUARD_EL_DT ____} DATE ELIGIBLE FOR MEDAL_
APP_UER i THE APPLICATION VERSION NUMBER
APT_SCORE_QY ! ARNMY PERSONNEL-TEST CODE QUANT
ARMY _HIL_RANK_AB ! HILITARY RANK ABBREVIATION
ARMY _HIL_RANK_CD ! ARHY HILITARY RANK CODE
ARMY _HIL_RANK_DT ! ARHY HILITARY RANK DATE
AR_ML_RNK_EFF _DT ! ARHY MIL RANK EFFECTIVE DATE
ASG_ARR_DT ! ASSIGNMENT ARRIVAL DATE
ASG_DERDS_DT ! DUERSEAS ASSIG RETURN ELIG DT
ASG_DLDS_DT ! ANTICIPATED DATE OF LOSS
ASG_DPRT_DT ! ASSIGNMENT DEPARTURE DATE
ASG_DROS_DT i DVERSEAS ASSIGNHENT RETURN DT
ASG_PROJ_ARR_DT ! PROJECTED ARRIVAL DATE
ATTH :

AUTH_ASI_CD ! AUTHORIZED ADDITIONAL SKILL 1D
AUTH_IND_HH ! AUTHORIZED BY INDIVIDUAL HAHE
AUTH_OCC_SPEC ! AUTHORIZED OCCUPATIONAL SPCLTY

F2 = HARK to select; RETURH to Continue; F6 = CANCEL

Highlight the dements that you want to add or change comments and then press <F2> to mark them.
After marking the desired dement(s), a“ Change Element Comment” screen will appesar.

Change Element Comment

Element: AFRH AWARD EL DT

Comment: DATE ELIGIBLE FOR HEDAL

F3 = SAVE to commit work; F6 = CAHCEL

Figure5.7-17. Add/Change Element Comments

The name of the fird dement you marked will appear in the Element fidd. Enter or change the
information in the comment field and then press <F3> to go on to the next dement you marked. If the
Change Element routine was canceled before it was completed, then the following message will appesar.

The thingu Element routine uvas canoeled before 1k completed.

If you wish to canoel all of the work that was just done,

ot

press 'C’ ar ‘e'. @ny other key uill save all of the uark
that was done and exit Lhe process

¥

press 'C" or

o' &to opanoel or any other key to sawe work

When done, the “Ad Hoc Query Adminigtration menu” will re-appear.

NOTE: If you have excluded certain dements that are included in previoudy saved queries, those
queries will not run.

5.7.6 SIDPERS Reconciliation.

This Item dlows you to mark which SSN should be removed from the ILIDB after running a SIDPERS
reconciliation by ILIDBLD. Sdect this item from the “RUU Initidization/Admin Menu” to display the
following screen.

There are no S5H's to process

RETURH to continue

Figure5.7-18. SIDPERS Reconciliation
Press <Enter> to continue.
5.7.7 SIDPERS Data Transmission.




Version 09.00 AISM 25-P05-A67-AlX-SCOM 10 December 1999

Sdect thisitem from the “RUU Initidization/ Admin Menu” to display the following screen.

SIDPERS Data Transmission
Start SIDPERS Send
Stop SIDPERS Send

Install SIDPERS Send Program
. Deinstall SIOPERS Send Program
. Return to Haster Henu

Figure5.7-19. SIDPERS Data Transmisson Menu
Highlight your sdection and press <Enter>.
5771 Start SIDPERS Send.

The “SIDPERS Send Program” must have been ingtdled using “Ingtall SIDPERS Send Program” prior
to sdlecting the “ Start SIDPERS Send” option. Sdlect this option from the “ SIDPERS Data Transmis-
son Menu” and press <Enter> to start the transmission of SIDPERS data.

Once sarted, this program will run until you highlight Option #2 “Stop SSDPERS Send” and press
<Enter> or until there is an error while the program was running (ex. Database going down). You can
monitor the program by going into the Unix shell and typing on the commeand line:

tal -f $SITE_DIR/tradoc/SITE_$DPICODE.log
5.7.7.2 Stop SIDPERS Send.

Sdect this option from the “SIDPERS Data Transmisson Menu” and press <Enter> to stop the
transmission of SIDPERS data to the mainframe. To execute this option, you must have RUU System
Adminigrator Privileges to Stop SIDPERS Send.

5.7.7.3 Ingall SSDPERS Send Program.

Sdect this option from the “SIDPERS Data Transmisson Menu” and press <Enter> to ingdl the
necessary files for the SIDPERS transmisson program. This will not automaticaly start the SSIDPERS
transmisson program.

5.7.74 Dengall SIDPERS Send Program.

Sdect this option from the “ SIDPERS Data Transmisson Menu” and press <Enter> to remove thefiles
necessary for the SIDPERS transmission program. The program will not start after it is deingtaled.

5.8 [INSTALLATION SPECIFIC APPLICATIONS

These procedures may be defined by the EDMIS administrator to be any vaid UNIX shell command.
Access to these procedures is controlled by the RUU administrator using procedure Add/Change RUU
User. Sdection of this option from the “Magter Menu will display the following screen.

Installation-S5pecific Applications Henu
>1. Consolidated Clearance Report

2. shell
3. this is a test

Figure5.8-1. Indalation Specific Applications Menu
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6 TERMSAND ABBREVIATIONS

TEMS. ... Explanation

AdhOC......coiieieeieeee e, A feature of I1SM that permits any user to create specid-
purpose or customized queries and reports with SQL.

ATCNIVE.......eeiieceeeeeee e Stored files that will not be used for some time or saving a
“sngpshot” of aset of files.

Case-SENGtiVe......coceeece e, Able to distinguish between upper and lower-case |etters.

Login Name........cceverireeieereseereee The gtring of characters that identifies each user accounts on the
UNIX-based host computer. This same name identifies RUU
users. (Itisaso caled the “user name’).

Software TOOIS......cccevveceeveerieeecieene, See “Utility Software’.

Software Unit ........coceveeeeiencncnen A program, package, module, or any other convenient grouping
of code that may be discussed or documented as a unit.

UHHES ..o Software programs, subroutines, MACROs, facilities, and
vendor software separate from the gpplication used to generate
or modify code.

Utility Software.........cccoceeevveveceecieenee, Software programs, subroutines, MACROs, facilities, and
vendor software separate from the application used to generate
or modify code.

Abbrevigionsand Acronyms................ Definition

ACSIM ..o Assgant Chief of Staff for Instalation Management

ADD ... Army Data Dictionary

Ad HOC QUENY......coeeeeieecee e, A user defined SQL query statement

ADP.....coie e Automated Data Processing

AlSe Automated Information System

AlSM i Automated Information System Manua

ANSI .o American Nationd Standards Ingtitute

ANSOC.......co e Army Network and Systems Operator Center

AR Army Regulations

ASCI e American Standard Codes for Information Interchange

BBS....o o Bulletin Board System

CAO .. Customer Assistance Office

G s Configuration Control Manua

CSA. . Chief of Staff, US Army

DA e Department of Army

DAC ... Depatment of the Army Civilians

DBA .. Database Adminigtrator

DBDD......oooiiieeiieeee e Database Design Description

DBMS.....cooieeeece e Database Management System

DCSLOG.......cc e, Deputy Chief of Staff for Logigtics

51O I N SR Defense Commercia Telecommunications Network

DISN ..ot Defense Information System Network

DOD.....o e Department of Defense

DOIM ... Directorate of Information Management

DOS ... Disk Operating System

DPl .o Data Processing Ingdlation

DS . Database Specifications

DON oo Defense Switched Network
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ECP-S....ooe e Engineering Change Proposal- Software

ESQL...ooieeeeeeece e Embedded Structured Query Language

BTl e Extended Termind Interface

ETIP oo Extended Termind Interface Prototype

FA s Functiond Administrator

L I Functiond Description

FOUO ... For Officid Use Only

FP Functiona Proponent

e S T Federad Telecommunications System

HOMES.........ccoeeee e, Housing Office Management System

TAW ..o In accordance with

HTS e Ingalation Information Trangport System

[ILIDB .o Ingtalation Leve Integrated Database

[P Implementation Procedures

[SM e Ingtdlation Support Module

[SS. e Information Systems Security

N SR Ingtalation Trangtion Processng

LAN Lo Loca Area Network

MACOM.....ooiiiiieeeee e Magor Army Command

MAIS. ... Major Automated Information System

NCSA. .. Nationa Center for Supercomputing Applications

NIC s Network interface card

ODISC ..o Office of the Director of Information Systems for Command,
Control, Communications, and Computers

(@] Computer Operations Manual

OS e Operating System

PC e Persona Computer

PCS. Permanent Change of Station

(L Record Update Utility

POC ... Point of Contact

POSIX . Portable Operating System Interface for Computer
Environments

o S Problem Report

RDBMS........cco e Relational Database Management System

SA s Sysem Adminigirator

SADB ... Subject Area Database

SAFP...oo e Subject Area Functiona Proponent

SCOM...oiieeeeeeee e Software Center Operator Manual

SD s System Devel oper

SDC-W ..o Software Devel opment Center-Washington D.C.

SIC System Identification Code

SIDPERS......ccoo e, Standard Ingtdlatior/Divison Personnd System

SIPe Software Ingalation Plan

SMC . Smdl Mutiuser Computer

SPS...ce Software Production Specifications

S S Structured Query Language

SSP. s Security Support Plan

STAMIS. ... Standard Army Management Information Systems

STARS ...t Status Tracking and Reporting System

STRAP ... Structured Requirements Andysis Planning
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SUM ..o Software User Manua

TCSEC ... Trusted Computer System Evauetion Criteria
UNCLAS......co e Unclassfied

USAISEC ... U.S Army Information Systems Engineering Commeand
USAISSDC-W ....coveeceeeeecee e U.S. Army Information Systems Software Development
........................................................... Center -Washington DC.

US 2. Undassfied Sengtive-Two

VDT e Video Display Termind
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7  SAMPLE BACKUP SCRIPT

#! /bin/sh
# backup : sample of script to backup the RUU ISM
TAPEDEV=/dev/null
# Y ou must change TAPEDEYV to the local pathname of atape drive.
# For exampleonthe AT& T 3B2: TAPEDEV=/dev/rSA/9trackl
# If you don’t have atape drive you can create the archivein afile.
# Set TAPEDEYV to the pathname of file, for example “/usr2/RUU.cpio”.
# Be sure that you do this on afile system that a) has enough free blocks to contain the entire archive and
#b) iswritable by login ID RUU.
# Use of “compress’ or another adaptive file compression method on the result is highly recommended if possible.
#
# message below can be seriously shortened
#
echo “This backup program is intended is to backup (almost) everything needed to restore RUU to operation on the
same/other system in the event of a system failure. Only the password file and individual user directory files are not
stored.
Restoring is somewhat tricky and complicated since it depends on how the system failure occurred. If you need
assistance with arestore or think you do please contact someone. Backup does not restore.
Before running backup, use a text editor to set the value of \"TAPEDEV\” to a value appropriate for your system.
Currently TAPEDEV=\"$TAPEDEV\".
In order to run backup you must
1) Login as someone other than a RUU user.
2) Switchuser tologin ID \"ruu\”.
suruu (note: no\"-\" argument to su')
3) Change directory to home directory for RUU.
4) Insureno ISM users arelogged in. Thisinsuresthat neither the RUU database or the ILIDB arein use.
5) if archiving to tape, mount awritable tape.
6) run\"backup\”. That means type:

./backup
Areyou ready to continue? This meansthat steps 1-5 are complete[Y/N] \c”
read ans
if test-z “ $ans”
then
echo “no backup done”
exit
elif test “$ans’ 1="Y"
then
echo “no backup done”
exit
fi
#
# First make backups using “dbexport” of the SADB and the ILIDB
DBLIST=" ilidb"
for dbin $DBLIST
do
rm-rf $db.old # remove old backup
mv $db.exp $db.old # make current backup previous
rm -f dbexport.out # scratch old transcript file, if any
dbexport $db -q # quiet export;
if test $?-ne0
then
echo “export of $db failed”
echo “backup not done”
exit
fi
mv dbexport.out $db.exp  # save transcript with export files
done

# create acpio archivefile
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find . -print | sort | cpio-ocv > $TAPEDEV
if test $?-ne0
then

echo “cpio $db failed”

echo “backup not complete’
else

echo “backup complete”
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